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How Redmond ARES 
Got Its Groove 


« Our team discussed the need for: 
¢ A database to track team equipment 
e Another database to track member info 
« An IM client that wasn’t server 
dependent 
« A place to store team documents, files, 
training certificates, etc. 


What is Groove 


Founded in 1997 by Ray Ozzie, creator of 
Lotus Notes 

Acquired by Microsoft in 2005 

Purpose: “allowing remote individuals to work 
together on projects in a secure environment 
without requiring an elaborate security setup. 
Principle: Instead of locking up data in a 
datacenter where a corporation (or disaster) 
can hold the information captive, Groove 
distributes all workspace data to all relevant 
communicators. 


The Case for Groove: 
Why you should learn to use it. 


You are part of a team that needs to 
share information 
You love the internet but suspect it 
may not be 
secure for passing private information 
available during a disaster 
We must learn to use newer 
technologies or we become obsolete 


Groove: How is it useful? 


Workgroups of 2 to ~50 members can 


share: 

- Instant Messaging (with presence) and Email 
Shared calendar 

- File share 
Group discussions and news threads 
Contact information 
Distributed databases for tracking and updating all 
sorts of information 
Group project management tracking 

- Forms and data entry 


ls Groove Secure? 


« Utilizes a public/private style key security 
model 

« Data is encrypted both at rest (i.e. disk) and 
in transit (i.e. network/internet) with 192-bit 
AES encryption. 

e Groove security standard meets FIPS 140-2, 
and NIAP / DCTS security standards allowing 
DoD & Military “sensitive but classified” use. 

« Tools incorporate 3 simple levels of 


permissions: Manager, Participant, or Guest 
Reference: ww.qroove,nel/rlease.cfavPpagename=oress Octi 200% 


Reference: www.nsa.cov/ia/ fles/support/Office Groove Security White Paper pdf 


Who else uses Groove? 


. 40% Government: 
CIA 
Department of Homeland Security 
Pentagon 
US Embassy in Baghdad & Iraqi authorities 
Strong Angel Exercises 
US Army Corps of Engineers 
Florida Division of Emergency Management 


How Does Groove Communicate? 


* Every change you make creates a ‘delta’ that needs to be replicated 
to ach member. 

* When another person is online, the changes are sent out real time. 
When offline the changes are queued up until the person is back 
online. 

. it to Client (P2P) with or without a server/relay 


Firewalls, Proxes, 


ata 


Biidge | 


a 


4 Key Elements in Groove 


Launchbar 

Workspace Tools 

Email and IM communication (with 
presence) 

Alerts 


Reference: htto://technet.microsoft.com/en-us/manazine/2006.10 Jntothearoove.asox 


Launchbar 


Redmond ARES 


The Cty of Rednond Amateur Rade 


Start Using Groove Today! 
(How to get Groovin’) 


Download the free 60 day Groove trial + http: 
us20.trymicrosoftoffice.com/product.aspx?sku=3082923 

Create your own workspace and try it out. 
Send a Groove message to my Groove ID 
“Kevin Natale - KD7WES" by searching for me 
in the Groove directory. I can invite you to a 
trial workspace with which you can 


experiment. 


From the Groove Launchbar, Press Control-G to launch ‘send message’ 
Click ‘Add More’, then click ‘Search for User. 

‘Type "Kevin Natale - KD7WES” and check ‘Include Public Groove 
Directory”. Send me @ message introducing yourself and I'll invite you to a 
sample workspace. 


Future Ideas and Considerations 


« Groove as a modern Pony Express 

« Look into getting the Groove synch 
adapter (SOAP) to replicate un- 
encrypted data over packet amateur 
radio. 


Resources: 


Groove Case Studies 


Summary of Groove Use 
i 


Emergency Management using Groov 


Strong Angel Iil Exercise 
Tisai tronannge ets 


Demonstration & Questions 


